Receive an email.

Does it have a link
or attachment?

No

against procedure?

Relax, it is a
regular email.

Is it asking you to go

Give the email
100% of your
attention.

If in doubt,
contact the ITS
Service Desk at
403-440-6000

Contact your
supervisor.

Processing Emails Safely

Are you viewing the
email on your phone?

Wait until you get to your

Yes—p .
computer to process the email.

No

Contact them using an email or phone
Nos{ number you know is legitimate. DO NOT
reply to the email.

Is it from someone
you know?

Were you expecting

Yes the email?

Yes

Relax, itis a

regular email.

Get the information by navigating to their
website using Google or a bookmark.
DO NOT click the link.

Is it from an organization
that you know?

Yes. >

Delete the email.

Contact the individual using
information that you know is
legitimate.
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Note:

If you receive a lot of external emails from unknown senders containing attachments as part of your
business processes, please contact the IT Security Training Analyst at 6329 or
bpasteris@mtroyal.ca. There may be a safer way to recieve the documents.



