MOUNT ROYAL UNIVERSITY
Residence

Residence Network Acceptable Use Policy (ResNET
AUP)

Mount Royal University - Residence Services

Mount Royal University is located in the traditional territories of the Niitsitapi (Blackfoot)
and the people of the Treaty 7 region, which includes the Siksika, the Piikani, the Kainai, the
Tsuut’ina, and the Tyérhe Nakoda. We are situated on land where the Bow River meets the
Elbow River, in Mohkinstsis (Calgary). The city is also home to the Métis Nation.



1. Purpose

The Residence Network (ResNET) is provided to support the academic, personal, and
community life of Mount Royal University (MRU) residents. This policy outlines acceptable
and unacceptable uses to ensure a safe, reliable, and secure network for all users.

2. Scope

This policy applies to all residents, guests, and devices connected to ResNET in MRU
residences, including wired and wireless connections.

Devices include, but are not limited to, laptops, tablets, smartphones, gaming
consoles, smart TVs, [oT devices (e.g., smart speakers, printers, VR headsets).

Users are responsible for all activity originating from their devices, including guests
using their connection.

3. Acceptable Use

Network use must support personal, academic, and recreational activities consistent
with MRU values.

Users must comply with Canadian federal and provincial law, MRU policies, and the
MRU Code of Student Conduct.

Devices must have current security patches, antivirus protection, and use built-in
firewalls.

4. Prohibited Activities
Users may not:

Engage in illegal activities (e.g., copyright infringement, unauthorized distribution of
media).

Run unauthorized servers (game, mail, web, FTP, or file-sharing).

Circumvent or disrupt network management tools (firewalls, monitoring,
bandwidth controls).

Operate personal WIFI routers, access points, or hotspots that interfere with
ResNET.

Use peer-to-peer (P2P) file-sharing or VPNs to bypass security controls.

Conduct commercial activity using ResNET.

Attempt to access, probe, or disrupt other users’ devices or university systems.

5. Security Requirements

All devices must be registered with ResNET’s network access system (if applicable).
Devices must run updated operating systems and security software.



e Users must remove malware/viruses immediately when notified by ResNET
Support.

e MRU reserves the right to disconnect devices that threaten the network or
community.

6. Monitoring & Privacy
e MRU may monitor network traffic for operational and security purposes.
e Content of personal communications will not be examined except as required by
law, investigation, or to protect the network.
o Use of ResNET constitutes consent to this monitoring.

7. Enforcement & Consequences

Violations may result in:

1. First offence - Written warning and required remediation.

2. Second offence - Temporary suspension of ResNET access until issue resolved.

3. Repeat or severe offences - Permanent suspension, referral to Residence Services,
and potential Code of Student Conduct action.

4. lllegal activity - May be reported to law enforcement.

8. Reporting Issues
o ResNET support: Residence Services Office: resnet@mtroyal.ca
e Abuse reports: abuse@mtroyal.ca

9. Legal & Policy References
e MRU Code of Student Conduct
e MRU Information Technology Policies
e Personal Information Protection Act (PIPA)
e Copyright Modernization Act, R.S.C. 2012

10. Revision History

- 2025 v8.0 - Updated to reflect modern devices, security standards, enforcement, and legal
requirements.
-2010v7.0 - Previous revision.
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