Windows 7 - Wireless Configuration

Before you begin

If you are a new MRU student, you may need to change your MyMRU password to be able to connect to ResNET.

Changing your password synchronizes your account and allows it to connect to ResNET.

Important note: If you are having consistent problems maintaining a connection it may be necessary to update your

Wireless Network Card drivers. Check Windows Update or your computer’s manufacturer for up-to-date drivers.
Configuration Steps

1. Right click the wireless icon in the lower right side of the task bar.
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2. Click Open Network and Sharing Center.

Troubleshoot problems

Open Metwork and Sharing Center

3. Click Manage wireless networks.
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5. Click Manually create a network profile.

‘t‘_{) 21 Manually connect to a wireless network

How do you want to add a network?

ﬂ- Manually create a network profile
This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the netwark name (551D and
security key (if applicable).

™ Create an ad hoc network
This creates a temporary network for shaiing files or an Internet connection

6. Specify the appropriate network name (see below), WPA2-Enterprise for the security type, AES for the encryption
type

e ResNET
e ResNET-Fast*

*Fast Network
The ResNET Fast networks operate on the 5.0Ghz range. These networks will only be displayed if your Wireless

Network Card can handle the 5.0Ghz range. Both 802.11a and 802.11n are supported by our network. We strongly

encourage the use of this network over the ResNET network.
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7. Verify that Start this connection automatically is checked

8. Click Next.

@ 2! Manually connect to a wireless network

Enter information for the wireless network you want to add

Network name: ( ResNET-Fast s
Security type: WPAZ-Enterprise g
Encryption type: ﬁ]
Security Key: | Hide characters

&l Start this connection automatically )

| Connect even if the network is not broadcasting
Waming: If you select this option, your computer’s privacy might be at risk.

(e ) Goncet |

9. Click Change Connection settings.

.-,-;@ .__!Q.L_ Manually connect to a wireless network

Successfully added ResNET-Fast

= Change connection settings
Open the connection praperties so that | can change the settings.
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10. Verify that the authentication method is set to Microsoft Protected EAP (PEAP).

11. Verify that the box below is checked.

12. Click Settings.

ResMNET-Fast Wireless Network Properties

Connection | Security

Security type: | WP A2 Enterprise

Encryplion type: [AES

Choose a network authentication method:

IIrUﬁUusoft: Protected EAP (PEAF) vm

Settings
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13. Verify the 4 boxes are checked as shown below.

14. Specify the following server name: e235-svr2aaa.mtroyal.ca

15. Click Configure.

T

Protected EAP Properties M

When connecting:
@ Validate server c\ertiﬁmte-)

l:|ul'| Connect to these seruers::l
|: e23b-2vr2asa.mtroyal.ca |

Trusted Root Certification Autharities;

[] TDC oCES Ca
[] Thawte Personal Basic CA
[] Thawte Personal Freemail Ca
[ Thawte Personal Premium Ca
Thawke Premium Sorver Ch -]
"L thawte Primary Kot La
[ Thawte Server Ca
| i P T

el

(Dj Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

|Semred password (EAP-MSCHAP vI) - | [ Configure...

{|_|Enable Fast Reconnect)
[ ] Enforce MNetwork Access Protectian
[] Disconnect if server does not present cryptobinding TLY

[T Enable Identity Privacy

[ ok || cancel
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16. Uncheck the box and click OK

[ i
EAP MSCHAPVZ Properties —

When connecting:

|:| Altomaticaly uae my TWindows logon name o
( password {and domain if any). nd]

17. Click OK twice then close to save the changes.
18. When prompted, enter your MYMRU Username and password

- T o'y
Windows Security ﬂ

Metwork Authentication

Please enter user credentials

|' || (| uorz3456 |
L | .......l I

[ ok [J| cancel

19. When the box below pops up, click details to verify that you are authenticating against the university’'s radius

server and using the correct Root CA.

20. Click Connect.

The Credentials provided by the server could not be validated, We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes

you to security risk by a possible rogue server,

E] Details Terminate ] [ Connect
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